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1. B3.1-2022-P-MONO-UPHTU

1.1. bubmuorpadcku yumam

[2.1.] Munen Ilempos (2022), "Ob6naunu, mpesxcosu u yed6 mexuonozuu 6
MEeXHON0ZUYHO HOONOMOZHAMO 00yueHue (MOHOZpaguuen mpyo)", 3a yuacmue 8
KOHKYpC 34 3aemane HA axKaoemudua Onvichocm ,,npogecop” no IIH 4.6.
Hngopmamuxa u xomnromvpuu nayku (Cogpmyepnu mexuonocuu - Mpercoso
npocpamupane, 00ONAYHU MEXHONO2UU U Yeh MexXHOA02Ul). Y HUBepCumencKko

uzoamencmeo na TY-Cogus, 131c., ISBN: 978-619-167-488-6, peyenzenmu:
npog. Braoumup Jumumpos u npog. Munena Jlazaposa.

1.2. Pesmome

Llenma na mownoepaguuen mpyo e obobwasane Ha pabomama u HAMUPAHE HA
83AUMOBDBLIKAMA MeNHCOY MPU HA NPBE No2ied CAMOCMOsImeNIHu 001acmu Ha
ungopmamuxkama u copmyeprHume MexXHOIOUU: MPEAHCO8O NPOSPAMUPAHE,
obnauHu mexuonocuu u yeb mexnonocuu. llpeomem na monocpaguunus mpyo e
U3CIe08AHEMO HA HAKOU BAJICHU ACNEeKMU 6 HAYYHO-U3CIe008ameNcKama u
PA360UHA OetHOCH 8 0OIACMMA HA MPENCOBOMO NPOSPAMUPAHE, NPOSPAMUPAHEMO
Ha yeb NpuilodiceHus u npoeKmupane u paspabomrka Ha oOJaYHU apXumexkmypu u
copmyepuu pewenus. Obexm Ha uzcied8amemo e 001ACMmMa HA MexXHOJIOSUUHO
noonomocHamomo obyuenue 6 nanpasienue 4.6. Ungopmamurxa u KOMRIOMvbPHU
HAyKU, Kamo 201AMa Yacm om pesyimamume mo2am 0d ce npuidazam u 8 opyeu
obracmu Ha obyuenue u no3Hanue. B ysoonama anasa e dadena memooono2usma u
CMPYKMypama Ha u3cied8anemo, Ha 6a3ama Ha KOUmo e uzepader MOHO2papuyHus
mpyo. B enasa nwvpsa ca oadeHu OepuHuyuu HA OCHOGHUME NOHAMUS U CA



npeocmasenu HayuHume, HAYYHO-NPUTONCHU U NPULONCHU — pe3yimamu 8
pasenexcoanume odonacmu. B enaea émopa e pazenedano peuienue, cbCmoauo ce
om 06a KOMNOHeHmAa — 34 Cb30asaHe HA 00JAYHA UHDpacmpykmypa u 3da
sanuoupane Ha cvzoaoeHama uHgpacmpykmypa. B enasa mpema e paszeneoano
npuiazanemo Ha yeb MmexHoaocuume 8 MmexHoI02UYHO NOONOMOSHAMO O0OyYeHue
ype3 NpPoeKmupaHemo U C»b30aA8aAHeMoO HA 084 UHCMPYMEHmA: cucmema 3d
2eHepupane Ha ayouo JeKyuu u cogpmyepHa apxumexmypa 3a NoOOPBIHCKA HA
Kypcose no npozpamupane 8 YHusepcumem. B uemevpma onaea e onucamo
u3epajicoanemo Ha copmyepHa cucmema 3a asMoMamusuUpane Ha OYeHa8aHemo Ha
0OMAWHU pabomu upe3 U3NO0JI36aHe HA GUPMYATHU CPeou, KAmo pe3yamam Om
paboma no ebmpeuieH Hayuer npoekm. B nema enasa na 6azama Ha pesyimamume
om pabomama no paziudHume CUCmemu U UHCMpYyMeHmu e uzepaoena cogpmyepra
apxumexkmypa APTITUDE, «kosmo npeocmagnsiea uHOBAmMueHa copmyepHa
niamgopma 3a noonomazame NPenopvU8AHemo U adanmupaHemo Ha Y4eOHO
CcvOBpIICanUe U OeUHOCIU 8b3 OCHO8A HA AHANUZU HA 20JIeMU MACUBU OM Y4eOHU U
ueposu oannu. Tyk ca onucanu apxumexmypama u 0OCHOSHume i OJ10K08e, KaKmo u
BPBIKAMA MeHCOY KOMNOHEHMUMme, KOUMOo ca npumep 3a npuidaeanemo Ha ooiaqtu,
yeb u MpeHcosu mexHoI02UU 8 MEeXHOI02UYHO NOONOMOSHAMO 00yYeHue.

1.3. Abstract

The purpose of this monograph is to summarize the work and find the
interrelationship between three seemingly independent areas of computer science
and software technology: network programming, cloud technologies, and web
technologies. The subject of the monographic work is the study of some important
aspects of research and development in the field of network programming, web
application programming, and the design and development of cloud architectures
and software solutions. The object of the research is the area of technology-assisted
learning in the field 4.6. Computer Science and Informatics, and many of the results
can be applied to other areas of learning and cognition. The introductory chapter
provides the methodology and structure of the research, on the basis of which the
monographic work is built. Chapter one defines the main concepts and presents the
scientific, applied, and applied results in the areas under consideration. In chapter
two, a solution consisting of two components is discussed, one for the creation of
cloud infrastructure and the other for the validation of the created infrastructure.
Chapter three discusses the application of web technologies in technology-enhanced
learning through the design and creation of two tools: an audio lecture generation
system and a software architecture to support university programming courses.



Chapter four describes the development of a software system to automate the
assessment of homework using virtual environments, as a result of work on an
internal research project. In chapter five, based on the results of work on the
different software systems and tools, the APTITUDE software architecture is built,
which is an innovative software platform to support the recommendation and
adaptation of learning content and activities based on analyses of large learning
and game data sets. Its architecture and building blocks are described here, as well
as the relationship between the components, which exemplify the application of
cloud, web and network technologies in technology-assisted learning.

2. I'7.01 - 2020-APP-ICAI-IEEE-SCOPUS

2.1.  Bubnuoepaghcku yumam

[2.15.] Adelina Aleksieva-Petrova, Milen Petrov, ,, Survey on the importance of
using personal data for learning analytics and of data privacy “, 2020
International Conference Automatics and Informatics (ICAI), 2020, pages:1-4,
ISSN (online):978-1-7281-9308-3, ISBN:978-1-7281-9309-0,
doi:10.1109/ICAI150593.2020.9311340, Ref, IEEE Xplore(9311340).

2.2. Pesrome

Aodanmayusma u npenopvkama Ha y4eOHO CbObPAHCAHUE CbC YUEOHU OeUHOCMU 3d
obyuaemume npeocmasineéa eoHO Om  OCHOBHUME NPedU3BUKAmMenNcmeda 6
MEXHON02UUHOMO NOONOMOcHamomo ooyuenue. OcCHOBHAMA Yel Ha CMamusama e 0d
ce usmepu ponsima U 3HAYEeHUemo HA U3NOJ36AHEMO HA JIUYHUmMe OAHHU HA
oOyuaemume 3a AHAIU3 HA 00YYEHUEMO U HA 3AWUMAmMAa HaA TUYHUmMe OAHHU, KOUMOo
ca c8bP3aHU, 3 0d UMA Bb3IMONCHOC 3a A0ANMUPAHEe U NPEenopvbusaHe Ha y4eOHO
CcvOBpIICanUe U OetiHocmu. 3a nocmueane Ha yeama e papadomeno u peairusupaHo
npoyueatne. Pezynimamume om npoyusaremo ce ochoeasam Ha 137 omeoeopa,
cvOpanu om cmyoenmu 8 bakaiagvpcka npoepama "KomniomvpHo u cogpmyepro
uHacenepcmeo”.

2.3. Abstract

The adaptation and recommendation of learning content and workflows represent
one of the main challenges in technology enhanced learning. The main goal of the
paper is to measure the importance of using personal data for learning analytics



and of data privacy, particularly for the purposes of adapting and recommending
learning content and activities. To achieve the goal a survey is designed and
implemented. The results of the survey are based on 137 responses collected from
undergraduate students in bachelor’s degree program "Computer and Software
Engineering".

3. I'7.02-2020-YP-COMPSYSTECH-ACM-SCOPUS

3.1.  Bubauoepagcku yumam

[2.17.] Georgi Yosifov, Milen Petrov, "Traffic flow city index based on public
transportation vehicles data", International Conference on Computer Systems and
Technologies -  CompSysTech’20  (CompSysTech'2020),  editor/s:Vassilev
T.,Trifonov R., Publisher:Association for Computing Machinery, 2020, pages:201-
207, 1SBN:978-145037768-3, doi:10.1145/3407982.3408007, Ref, IR , SCOPUS,
SJR (0.182 - 2020), ACM Digital Library, PhD

3.2. Pestome

Jlannume 3a 3a0pvcmeanusma moeam 0a ce U3NON36AM 3d Ocucypssamne Ha
HeobOxooumama uH@opmayus 3a ONMUMUSUPAHE HA 00UlecmeeHUs: MpPancnopm,
Kamo Hanpumep noooobpsasane HA epagura u oyeHKa Ha pamepa Ha asmonapia.
Te3u Oannu moecam oOa OvOam nyoAUKYBAHU U 34 00WO NOJN36AHE Om
obuwecmeenocmma. Te mocam oa 6vO0am noae3Hu u 3a Cvb30a8aHe Ha NOAUMUKU OM
npasumencmeomo u oOwuHuUme no OMHOWIeHUe HA UH@pacmpykmypama u
pasnpedeneruemo na pecypcume. Hanuuuemo na oowecmeen opean 3a 3emane Ha
pewlenuss, Koumo npeoocmass ungopmayuama, moxce o0a 0Ovoe NOae3HO 3a
oOwHOCMUmMe Ha omeopeHume OanHu. B maszu cmamus npeonazame mooen 3a
UYUCTISABAHe HA UHOEKCA HA MPAHCHOPMHUS NOMOK 3d Y1 2paod, Kakmo u 3d
omoenHa NbMHA OMCEUKd, Kamo U3noji3eame OaHHU 3ad NPEBO3HUmMe cpeocmeda Ha
obwecmeenus mpancnopm. llpedocmaesime u mexamusvbm 3a 6U3YAIU3AYUS HA
Kapma Ha CbCMOSIHUemo Ha mpaghuka 6 2paoa Kakmo 8 UCmopudecKu niam, maka u
8 peaiHo speme.

3.3. Abstract

Traffic congestion data can be used to provide the necessary information for public
transportation optimizations like schedule improvements and fleet size estimations.
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This data can also be published for general use by the public. It also might be useful
for creating governmental and municipal policies regarding infrastructure and the
distribution of resources. Having a public decision-making body providing the
information can be great for open data communities. In this paper we propose a
model for calculating the traffic flow index for a whole city as well as for a road
segment, using public transportation vehicle data. We also provide a mechanism for
map visualization of the state of the city traffic both historically and in real-time.

4. I'7.03-2019-APCP-EDULEARN-WQOS

4.1. bBubauoepaghcku yumam

[2.18.] A. Aleksieva-Petrova, 1. Chenchev, M. Petrov, “LMS DATA
COLLECTION, PROCESSING AND COMPLIANCE WITH EU GDPR”,
EDULEARNI19 Proceedings, editor/s:L.Gomez Chova, A. Lopez Martinez, I. Candel
Torres, Publisher:IATED Academy, 2019, pages:6494-6501, ISSN (print):2340-
1117, ISBN:978-84-09-12031-4, Ref, PhD

4.2. Pesrome

B onewmno epeme yuebnusm npoyec ce noonomazca om uHGopmayuoHwume u
KomyHukayuonnu mexuonocuu (MKT), koumo ocucypseam no-2v»8xasu memoou 3a
npeoocmassHe Ha Y4eOHOMO CHOBPHCAHUE U OYeHs8aHe Ha obyuaemume.
Cucmemume 3a ynpasierue Ha ooyuenuemo (LMS) ce usnonzeam 3a unmeepupate
HA WUPOK HAbOp om nedazo2uiecky N0OX00U U UHCIMPYMEHMU 3a AOMUHUCMPUDAHE
Ha Kypcose.

Haii-wupoko usznonzeanama LMS cucmema e Moodle. Heiinama unmezpayus c
PA3UYHU UHCMPYMEHMU Nnooobpssa u noonomaza yueonus npoyec. Knouos
KOMHOHEHM Ha cucmemama e Kypcvm, KOUmo Modce 0a 0boe OpeaHu3upan 6
paziuuHu opmamu u 0a GKIOY8A PA3IUYHU YUeOHU OelUHOCMmU U pPeCcypCu.
Obyuaemume ce 3anuceam 6 onpeodenen kypc. Cned ycnewHomo npogescoane Ha
Kypca cvuecmeysam 00ope OoeuHupanu memoou 3a OyeHssane, Koumo 0asam
MHO020 8b3ModcHocmu. EOHo om npedussukamencmeama, ¢ Koumo ce cOnbckeame,
e 0a npuiazame pasiuyHu Memoou 3a AHAIU3 Ha 0Oy4eHuemo, 3a 0a ce 83emame
peutenue U 0a ce HaNpagsam 3aKI4eHUs 3d CbObPICAHUEMO HA KYypca Om eOHd



CMpaua u 3a pesyimamume U MOmusayuama Ha ooyiaemume om opyea. 3a masu
yen ce cvxpauasa u obpabomea ungopmayus 3a o6yyaemus.

OcHnosnama yen Ha cmamusma e 0a ce Hanpasu npeneod Ha pearamenma GDPR u
oa ce npunodcu Kom eona cucmema 3a LMS (nanpumep Moodle). Cvwecmeysam
HAKOU MOOYIU 34 ynpasienue u obpabomka Ha tuyru oannu 8 cucmemama Moodle.
Hzcneosanemo myk ce ghoxycupa evpxy cucmemama Life Moodle u év3moorcnume
mecma (U36bH camama cucmema), KvOemo Modce 0d ce CbXpaHaea JIUyYHa
ungopmayus. B nema enasa ce onucea npeonoxjiceHus nooxoo 3a oopabomxa Ha
OaHHUmMe npu npoyecume - 3a AHOHUMUSUPAHE HA OAHHUME U 34 CHOOEeJAHe Ha
OaHHUME C BbHUHU CUCTEMU.

4.3. Abstract

Nowadays, the learning process is supported by different Information and
Communication Technology (ICT) tools which provide more flexible methods of
delivery of learning content and students’ evaluation. The Learning Management
Systems (LMS) are used to integrate a wide range of pedagogical and course
administration tools.

The most widely used LMS system is Moodle. Its integration with different tools
improves and supports the learning process. Key component of the system is the
course, which can be organized in different formats and can include different
activities and resources. Students are being enrolled to a specific course. After a
successful course delivery, there exist well-defined assessment methods, which give
a lot of opportunities. One of the faced challenges is to apply different learning
analytics methods in order to take decisions and conclusions for course content from
one side and students results, and motivation from another. For that purpose,
personal information is stored and processed.

The main goal of the paper is to review the GDPR regulation and to apply it to a life
LMS system (Moodle). There exist some plug-ins for managing and processing
personal data within Moodle system. The research here focuses on life Moodle
system and possible places (outside of the system itself), where personal information
can be stored. A chapter five describes the authors approach for data processing
with two processes - for data anonymization and for data sharing with external
systems.



5. I'7.04-2018-APP-ICERI-WOS

5.1.  Bubauoepaghcku yumam

[2.23.] A. Aleksieva-Petrova, M. Petrov, Software Architecture of Semantic
Recommendation Engine Based on Data Analysis in Learning Management Systems,
ICERI2018 Proceedings, Seville(Spain), editor/s:L. Gomez Chova, A. Lopez
Martinez, 1. Candel Torres, Publisher:IATED Academy, 2018, pages:6603-6607,
ISSN (print):2340-1095, ISBN:978-84-09-05948-5, doi:doi:
10.21125/iceri.2018.2546, Ref, WOS

5.2. Pestome

Cmamuama npeonaza nooxo0 u comyepHa apxumekmypa 3a NpenopvKda,
bazupana Ha ceManmuKa, Ha paziudhu 6UO08e YueOHU pecypcu, Kamo ce Unoised
AHANU3U HA 20JleMU MACUBU OM OAHHU, NPOU3BEOEeHU OM Cb8PEeMeHHU naamgopmu
3a eleKmpoHHO 0OyueHue u obpazosamennu uepu. 3a 0a modice cucmemama 0d
npedocmasu npenopvku Ha 6a3za cemMaHmukda, we ce U3N0I36d HATUYHAMA
ungopmayus 3a 6cexu ooyuaem, KaKmo u 0000ujeHy CMmamucmuKky 3a N08eOeHUemo
Ha epyna oboyuaemu. Ungopmayusma we 6voe uzsieuena om b6azama OAHHU HA
cucmemama u upe3 MEXHUKU 3a MAUWUHHO OOyYeHUue uje ce auaiusupam u
2eHepupam nepcoHanuzuparu npenopvku. Om opyea cmpawua, 3a 0a ce nocmucHe
CEMAHMUYHO MbPCEHEe HA pPecypcu, CvbObPIUCAWU MAMepuanu, Ccebp3aHu ¢
KAH0408Ume OyMU 3a mvpceHe 8 npeoMemHama oo1acm, ue ce U3no136a OHMOI02US.
Ha NOHAMUAMA U 8PBIKUME MeHCOY MAX 6 ma3u 0oaacm.

5.3. Abstract

The paper presents an approach and software architecture for semantic
recommendation of different types of learning resources using learning and gaming
analytics of big data produced by modern elearning platforms and educational
games. In order for the system to provide semantic recommendation, the available
information for each learner would be used, as well as aggregated statistics on the
behavior of a group of learners. The information will be extracted from the database
and through machine learning techniques, the system will analyze and generate
personal recommendations. On the other side to achieve, semantic search of
resources containing materials related to the search term from the subject area, it
will use ontology for the concepts and relationships between them in the subject area
in which the educational platform is specialized.



6. I'7.05-2020-APGP-MACISE-IEEE-WOS-SCOPUS

6.1. Bubnuoepaghcku yumam

[2.14.] Adelina Aleksieva-Petrova, Veska Gancheva, Milen Petrov, “Software
Architecture for Adaptation and Recommendation of Course Content and Activities
Based on Learning Analytics”, 2020 International Conference on Mathematics and
Computers in Science and Engineering (MACISE), Publisher:IEEE Computer
Society Conference Publishing Services, 2020, pages:16-19, ISBN:978-1-7281-
6695-7, doi:10.1109/MACISE49704.2020.00010, Ref, IEEE Xplore

6.2. Pesrome

B onewno epeme ocHo8HOMO npeou3suKameicmeo 8 aHalu3a Ha ooyienuemo e 0a
ce npeonoxcam e@pekmueHu Memoou U MmexHoa02UU 3a NOCMmu2ane Ha no-00opu
pe3yamamu Ha obyuaemume. Tazu cmamusi onucea cogpmyepna apxumekmypa 3a
aoanmayusi u 0asame Ha NPEeNnoPvbKU 3a Y4eOHO CbObPICaAHUE U OeUHOCMU 8 KYpCd,
Koumo ca bazupanu Ha ananuz Ha ooyuenuemo. Cocmou ce om ciedHume cloese:.
CI0U 34 CvOUpame Ha OAHHU, CIOU 34 azpeaupane, ClOl 3d CbXpaHeHue U Clou 3d
obpabomka u aumanuz Ha conemu OanHu. Ilpeocmasen e ancopumvm 3a
NPOCHO3UPAHE HA 0OYYeHUemo Ha cmyoenmume, OA3UPAH HA MAWUHHO 0OYYeHuUe 3a
obpabomka u AHAIU3 HA OAHHU U OMKPUBAHE HA 3HAHUAL NO OMHOUEHUe Ha
OCHOBHUME OeliHocmu Ha obyuaemusi u npenooasamens. Ilpeodnoocenusm
aneopumsm 3a Kiacuguyupame Ha oOyueHUuemo Ha yuyeHuyume e pealu3upau c
noMowma Ha Mmemooa Ha ocpeoHeHuss nepyenmpon. Excnepumenmannume
pe3yimamu ca npeocmasenu u obcwvoenu. llenma na uszciedsanemo e oa ce
npeosodcu copmyeprHa apxumekmypa 6vbpxXy aHaIusume Ha 00OyUeHUuemo upes
NPAKMUYecKU eKCnepuUMenmu 3a Cneyu@duuHu Kazycu, KOUmo ca 3anucani CbOUmusi
8 OHesHUYUme Ha OelHoCmume Ha ooyuaemume U NPOCHO3UPAHe Ha 00YyYeHUemo Ha
cmyoenmume.

6.3. Abstract

Nowadays the main challenge in learning analytics is to suggest efficient methods
and technologies to achieve better learner results. This paper presents a software
architecture for adaptation and recommendation of course content and activities
based on learning analytics. It is comprised of layers for ingestion layer,



aggregation layer, storage layer and big data processing and analyses layer. An
algorithm for prediction of student learning based on machine learning for
processing and analysis of data and knowledge discovery with respect to main
learner and teacher activities is presented. The proposed algorithm for student
learning classification is implemented by using Averaged Perceptron method.
Experimental results are presented and discussed. The purpose of the study is to
apply the software architecture on learning analytics by practical experiments for
specific case study identifying event elements in sequenced learners’ and courses’
activities logs, and student learning prediction.

7. I'7.06-2019-PDAP-EDULEARN-WQOS

7.1. bubnuorpadcku yumam

[2.20.] M. Petrov, D. Damyanov, A. Aleksieva-Petrova, PEER REVIEW
SOFTWARE EVALUATION, Proceedings of EDULEARN19 Conferenc,
editor/s:L.Gomez Chova, A. Lopez Martinez, I. Candel Torres, Publisher:IATED
Academy, 2019, pages:5831-5840, ISSN (print):2340-1117, I1SBN:978-84-09-
12031-4, Ref, MSc, WOS

7.2. Pesrome

IIpoyusanemo u paspabomeanemo Ha HOBU COPMYePHU UHCMPYMEHMU, KOUMO
BHAYUMENHO NoMa2am 3a NPUBIUYaAHemo Ha obyuaemume 8 npoyeca Ha odyuyeHue,
BUHacU e npeoussuxameicmeo. Tpyonocm ce cpewa npu paspabomeanemo Ha
UHCMPYMEHMU 30 U38bPUIBAHE HA OYEHSB8AHE 8 00YUEeHUEeMO N0 KOMNIOMbPHU HAYKU
ypes U3N0A36aHe HA PA3IUYHU MemooU 3a OYeHA8AHe, KAKMO U Npu 00KA36aHe, ue
me3u UHCmMpyMeHmu mozam 0a 0voam pazuupeHu OONBIHUMENHO C HOBU
@YHKYUOHATHOCMU, 00KAMO cucmemama e aKkmusHda. B momenma cme eénedpunu
copmyepna cucmema 3a U3BbPUIBAHE HA AHOHUMHA NAPMHLOPCKA NPOBEPKA 8
Kypcoge no npoepamupane. Ha ecexu cmyoewm ce 6v3iaca oa oyewu eOuH uiu
nogeue NPoeKmiu HA C8OUmMe SPbCMHUYU — NPOEKM HA XApmueH HOCUmesn u/uiu
npoexkm 3a aHOHUMHO pasenedcoane. Cogpmyepvm ce npuema 0obpe, HO e mpyOHO
oa ce nocmuene pasuwupsiemocm. Kamo cmwnka Hanpeo 6 pazeumuemo Ha
cucmemama npeoiazame Memooon02usl U UHCMPYMEHMU 3d N000OPs8ane U OYeHKa
Ha cvlyecmsysawama copmyepHa cucmema 3a napmubopcKa nposepka. B masu
cmamusi Hue OeuHupame cogmyepHa apxumexkmypa 3a 8aluoupaHe Ha
cvuyecmeysawus copmyep. Cned mosa onuceame Ou3auHa, pazpadbomeanemo u
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usnonzeanvemo Ha cogmyepa. Haxpas ce obcvocoam pezyimamume om
usnonzeanemo Ha mo3u cogpmyep. Eona om ocHosHume yenu Ha npeoCcmageHus
cogpmyep e 0a doxadice, ue Hogume YHKYUU U NPOMEHU CA OOPAMHO CbEMECIMUMU
CbC Ccvblyecmaysauume ucmopuyecku oanuu. 4pes npoekmupate u paspabomeare
Ha MAaxKuea UHCMPYMeHmMU HUe YCKOpABAMe HCUSHEHUs YUKBI HA paspabomka u
nodobpssame Kayecmeomo u CUcypHoCmma Ha 00pazoeamentus cogpmyep.

7.3. Abstract

Researching and developing new software tools that greatly help to attract students
to the learning process is always a challenge. The development of immersive
learning and assessment tools in computer science education by using different
assessment methods and proving that these tools can be extended further with new
functionalities while the system is active also poses difficulties. Currently, we have
implemented a software system for a double-blind peer review process in
programming courses. Each student is assigned to assess one or more of their peers’
projects — a project in paper format and/or a project for blind review. The software
Is well accepted, but extensibility is difficult to achieve. As a step further in the
development of the system we propose a methodology and tools for enhancing and
evaluating the existing peer review software system. In this paper we define a
software architecture for the software validation of the existing software. Next, we
describe the software design, development and use. Finally, the results of using this
software are discussed. One of the main goals of the presented software is to prove
that the new features and changes are backward-compatible with the existing
historical data. By designing and developing such tools we accelerate the
development lifecycle and improve the quality and security of the educational
software.

8. I'7.07-2011-PLAP-IADIS-SCOPUS

8.1. Bubauoepagcku nutat

[2.43.] Petrov M., L. Latinov, A. Aleksieva-Petrova, Publication of web
services WSDL file into UDDI registry optimization, IADIS International
Conference Internet Applications and Research 2011 (IAR2011), 2011, pages:135-
142, ISBN:978-972893940-3, Ref, SCOPUS, SJR (0.11 - 2012), MSc
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8.2. Pesrome

Veb ycnyeume nossonaeam necen U OnepamuBHO CbEMECMUM OOMeH Ha
ungopmayus medxicoy cogpmyepuu cucmemu. Te ca epadousnume enremenmu na SOA
apxumexkmypama. Omxpueanemo u uHmezpupanemo Ha yed6 ycayeu 6 SOA
apxXumexkmypama e CJl0%#cHa 3aoaua, kosmo ce oopabomea om UDDI. Tazu cmamus
ce 3aHumaea c yed ycayeu 6 Humepmem u ocHosHama yen e 0a npeocmasu
npoexmupanemo Ha yeb-bazupana cucmema 3a nyonuxysame na yeb yciyeu ¢ UDDI
peaucmup. [lyonruxysanemo na oepurnuyuu na WSDL ycrnyea 6 UDDI omuema none
5 UDDI uzeuxeanusa. B cmamusma e ONUCAHO ABMOMAMUIUPAHO peuleHue,
bazupano Ha yciyeu, ¢ u3noazeéaHe Ha e3uxka 3a npocpamupawe Java, 3a oa ce
onmumusupa nyonuxyeanemo na WSDL ¢ UDDI na eona cmwnka (uiu eoHo
U3BUKBAHE HA YCIy2a) KAmMo Nbpéa CMBbHKA KbM NOMPeOUmencka Kame2opusayus
Ha ycayeume Ha UDDI pecucmup.

8.3. Abstract

Web services enable easy and interoperable exchange of information between
software systems. They are the building blocks of SOA architecture. Discovery and
integration of web services in SOA architecture is complex task handled by UDDI.
This paper deals with web services in Internet and the main goal is to present design
of a web based system for publication of web services into a UDDI registry.
Publication of a WSDL service definitions into UDDI takes at least 5 UDDI calls.
In paper is described automatized service-based solution based on Java
programming language in order to optimize publishing of WSDL into UDDI on one
step (or one service call) as first step toward UDDI registry services custom
categorization.

9. I'7.08-2021-CAPP-LNNS-SCOPUS-SPRINGER
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9.1. Pesmome

Cueypnocmma mpao6a 0a ce pazenexcoda om epemeno, 8 Koumo 08a 8v3eia mpsoea
0a KOMYHUKUpAmM NoMedNcoy CU, npe3 MOMeHmAa HA NOmewvpiucoasane Ha
agmenmuyHocmma u 00 YCMAHO8A8aHemo Ha cucypHocmma. Ta e cvujecmeen
KOMNOHEHM HA 6CAKA asmeHmugukayus. Bvziume xomynuxkupam no paziuduu
KOMYHUKAYUOHHU KAHAAU, KOUmo mo2am oa 6voam 6 4acmHu uiu 6 nyOonudHu
mpedxcu. Memooume u clnoxcHocmma Ha YOOCMOBEPABAHEMO 8apupam 6
3aeucumocm om cmpanume, ydacmeawju 8 KOMYHukayusma. B unacmoswama
cmamus paszenedcoame pasiudvHume Memoou 3a Y00Cmosepsasane, OCHOBAHU Ha
KOHKPEemHU Kpumepuu, Kamo HANpuUMep 8b3MONCHOCM 34 3aNOMHAHE HA Napou,
PA3UYHU BU3YATHU HAYUHU, Ouomempuunu Oannu (Ha npvcmosu omneuamvyu, Ha
auye); KOMOUHUpaHe HaA pasiudynu mexuHuxu (yugposu cepmugpuxamu, IIHH,
yugposu noonucu, eOHOKpamHu napoiu, xew-eepuzu, onoxuetin), QR kooose (cvuyo
U ¢ yuacmuemo Ha 000a8eHa peanHocm) 3a npedasame Ha OvbacU Napoiu u op.
Llenma Hu e 0a Hanpasum 6b3MONCHO HALI-NOOPODOEH npeaied HA TUmepamypama 6
masu obaacm u 0a Kiacuguyupame Havunume 3a YOOCMOoBePASAHe U PA3IUYHUME
yoocmosepumenu.

9.2. Abstract

The Security must be considered from the need of two nodes to communicate with
each other, through the moment of confirmed authentication to the secured
establishment. It is an essential component of each authentication. In general, nodes
communicate over different communication channels, which can be in private or in
public networks. The methods and complexity of authentication vary depending on
the parties involved in communication. In this paper, we are surveying the various
methods for authentication, based on particular criteria, like the possibility to
remember passwords; different graphical ways; body specifics (fingerprints, face);
combining various techniques (certificates, PINs, digital signatures, one-time
passwords, hash-chains, blockchains); QR codes (also with the involvement of
augmented reality) for transmitting long passwords, etc. We aim to do as detailed
as possible a survey over the literature, and to classify the ways for authentication,
and different authenticators.

10.1'7.09-2020-APGP-JCSSP-SCOPUS
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[1.2.] Aleksieva-Petrova, A., Gancheva, V., Petrov, M., “APTITUDE framework for
learning data classification based on machine learning”, International Journal of
Circuits, Systems and Signal Processing, vol:14, 2020, pages:379-385, ISSN
(print):1998-4464, doi:10.46300/9106.2020.14.51, Ref, IR , SCOPUS, SJR (0.158 -
2020), SCOPUS Quartile: Q4 (2020)

10.2. Pesrome

Ananuzem Ha 00yueHuemo ce OMHACs KoM Memooume om MAwUHHOMO 00yYeHue
3a ocucypsearne Ha NPOSHO3U 3a yCnexa Ha obyyaemume u nPeonuUcanus 3a 0oyiaemu
u npenooasamenu. Ocnosnama yen Ha cmamuama e oa npeocmasu APTITUDE
apxumekmypama 3a Klacuguyuparne Ha y4eOHu Oaumuu, ¢ yei adanmayusi u
3a0a8ane Ha NPenoPvLKU 3d Y4EeOHO CbOBPAHCAHUEMO UTUOeHUHUPAHE HA NOMOKA OM
oetinocmu 3a obyyaemume 6 Kypca. Tazu apxumexkmypa uma npuiodicen Mooen 3a
npocHO3Upane Ha oOyyeHuemo Ha cmyoewmume, Koumo ce 6a3upa Ha areopummu
om MmawiuHHomo obyuenue. Ilem anecopumvma om MAWUHHOMO 00yYeHUe ce
U3NoN36aM 3a Npedocmassme Ha Kiacuguxayus na yweonu oannu: Random Forest,
Naive Bayes xkracugurxamop, Kk naii-onusxku cvoceou ((KNN)), noeucmuuna pecpecus
(Logistic Regression) u memoo na onopnume eexkmopu (Support Vector Machines).

10.3. Abstract

Learning analytics refers to the machine learning to provide predictions of learner
success and prescriptions to learners and teachers. The main goal of paper is to
proposed APTITUDE framework for learning data classification in order to achieve
an adaptation and recommendations a course content or flow of course activities.
This framework has applied model for student learning prediction based on machine
learning. The five machine learning algorithms are used to provide learning data
classification: random forest, Naive Bayes, k-nearest neighbors, logistic regression
and support vector machines.

11.1'7.10-2021-SP-CEUR-SCOPUS
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Workshop Proceedings, 2021, pages:314-328, ISSN (print):16130073, Ref, IR ,
SCOPUS, SJR (0.23 - 2021), PhD
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11.2. Pesrome

Ilpunoocenue, onpedenawjo cebe cu kamo cogmyep 3a ynpasieHue Ha
Naponu/cucypHo Xparuiuuje, mpaoea 0a omeoeapsi Ha peouyd U3UCKEAHUS 3d
CUSYPHOCT, 3a 04 OCU2YpU a0eK8amHua 3awuma Ha oanHume. Jlannume, nogeperu
HA MAaKo08a NPULONCEHUe, CA He208UAM HALl-YeHeH aKMUs, KOUmo NpuiodceHuemo e
omeoeopHo 0Oa 3awumu. 3a 0a npogepum 00 KAK6A CcHeneH HNONyJIspHume
npUodCenUss 3a ynpasieHue Ha napoau 3a Android/mpezopu 3awumaeam ceoume
OaHHU, 3apedeHU 8 OCHOBHAMA Namem, Hue aHAIU3Upame noseoeHuemo no epeme
HA U3NBIHEHUe Ha 08a OM MAX Om 2/le0Ha MoYKa Ha cucyprocmma. I[lo-xoukpemno,
npeonazame NposepKa HA OCHOBHAMA NAMem NoCpedCm8oM pa3pabomena
npoyedypa, noie3Hd 3a OYeHKd Ha CMeneHma Ha CUeypHOCm Ha 0A0eHO COPMyepHO
NpULOdCeHUe N0 OMHOWEHUe Ha NPedomepamsaeanemo Ha uziazane na maunu. Cieo
moea npuiazame masu npoyedypa, 3a 0a nposedem OUSUMAIHO PA3Cled8ane, Kamo
ce okycupame 6vbpXy 3anazeanemo HA OAHHUMe 6 OCHo8Hama namem. B
3aKmovenue, Hue 0bobuasame peyimamume om pascieo8anemo, Kamo noKazeame
KaKea yacm om OaHHume, NOGEPEeHU HA U3CAe0BAHUME NPULONCEHUs, OCMABAm
U3TIOJHCEHU 8 AICEH MEKCM 8 OCHOBHAMA NAMen.

11.3. Abstract

An application defining itself as password management / secure vault software
should meet a number of security requirements in order to provide an adequate data
protection. The data entrusted to such application is its most valuable asset that the
application is responsible to protect. To check to what degree the popular Android
password managers / vault applications are protecting their data loaded into main
memory, we analyze the runtime behavior of two of them from security perspective.
More specifically, we suggest a main memory inspection

procedure helpful for evaluation of the extent of how secure a given software
application is in regards to prevention of secrets exposure. Then we apply this
procedure to conduct a digital investigation in a forensically sound manner by
focusing on data remanence in main memory. In conclusion, we summarize the
investigation results by showing what part of the data entrusted to applications
examined remains exposed in clear text in main memory.

12.I'7.11-2020-APCP-INTED-WOS
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[2.16.] A. Aleksieva-Petrova, I. Chenchev, M. Petrov, THREE-LAYER
MODEL FOR LEARNER DATA ANONYMIZATION, INTED2020 Proceedings,
editor/s:L. Gomez Chova, A. Lopez Martinez, 1. Candel Torres, Publisher:IATED
Academy, 2020, pages:6244-6252, ISSN (online):2340-1079, ISBN:978-84-09-
17939-8, doi:http://doi.org/10.21125/inted.2020.1688, Ref, PhD (WoS)

12.2. Pesrome

Cucmemume 3a ynpasnenue Ha ooyuenuemo (LMS) cvbupam u obpabomeam nuuna
ungopmayus 3a pasiudHu OetHoCmu U Kamo maxkuea mpsabea oa ca 8
cvomgemcmeue ¢ QObwusa peenamenm 3a 3awuma Ha OoauwHume (GDPR).
Cvbupanemo Ha OaHHU 3a yeiume HA AHAIU3A U OOKIAOBAHEMO Modice 0d cda
paznuunu. Om opyea cmpaua, xomnanuume 6 EC, xoumo ynpaenaeam nuuHa
ungopmayus, ca 3adviaxcenu oa cnazeam peenamenma GDPR. Credosamenro,
00pu 3a yearume HA AHAIU3, OOKIAOBAHE U CIMAMUCMUKA, OPUSUHATIHUME OAHHU He
Mozam 0a 6vOam U3NOA36aHU 8 ONpeoeseHd CIMeneH.

Cmamuama npeonaca memoo 3a cvoOupame (cvoupane, CvbXpaHseawe U
no00vbpIICane) HA JUYHA UHGOpMayus 3a yeiume HA AHAIU3A U Cb30ABAHE HA
ooknaou. OcHogHama yen Ha cmamuama e 0a npeocmasu npeonoxcenus Mooen 3a
NOBEePUMETHOCT Ype3 Cb30A8aHe HaA AHOHUMHU OAHHU 68 CUCmeMume 3a ynpaegjienue
na ooyuenuemo - LMS Anonymized Privacy Model (APM), kotimo e neszasucum, om
kosamo u oa e LMS cucmema u ce cvcmou om unmezpayuoHeH CloU (HapeueH
Privacy Compliance Layer), cnoii 3a anonumuzupane Ha OAHHU U CIOU 34 AHATU3 U
omuumate. [loopobHo e onucana cmpykmypama Ha paziudHume cioese 8 Mooeda.

12.3. Abstract

Learning Management Systems (LMS) collect and process personal information for
different activities and as such, they have to be compliant with the General Data
Protection Regulation (GDPR). Collection of data for the analysis and reporting
purposes could be different from one side. In addition, from another, the companies
in EU, which manage personal information, are obliged to be compliant with GDPR
regulation. Therefore, even for the purpose of analysis, reporting, and statistics, the
original data cannot be used — or at a certain extent.

The paper proposes a method for collection (capture, store and maintain) personal
information for the purposes of analysis and reporting. The main goal of the paper
Is to present the proposed LMS Anonymized Privacy Model (APM), which is
independent of any LMS system and consists of an integration layer (called Privacy
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Compliance Layer), Data Anonymization Layer and Analysis & Reporting Layer.
The structure of different layers in the model is described in detail.

13.1'7.12-2022-APP-IMCL2021-SPRINGER
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13.2. Pesrome

Memooume 3a dasamne Ha NPenoOPvKU 8Ce NOBeye ce BHeOPsABAM 6 cucmemume 3d
elekmpoHHo obyuenue. Taszu cmamusi npeonaza cogpmyepHa apxumexkmypa 3d
npenopvusane yueOHo cvbObpIUCAHUE U YUeOHU OelHOCMU, KOemO e 8aIUOUPAHO Upe3
kazyc. Ochosnama yen HA mazu apxumekmypa e 0a ce NoCmucHam no-0oopu
NPenopvKU HA YYeOHO CbObpIHCaHUe U Y4eOHU OelUHOCMU He caMOo 8 CUCIeMU, HO U
8 NOO0OHU cpedu 3a eNeKMPOHHO 0byUeHuUe.

13.3. Abstract

Abstract. Recommendation engines are being increasingly deployed into the
elearning systems. This paper proposes a software architecture for recommending
learning content and learning activities, which has been validated by means of a
case study. The main goal of that architecture is to achieve better recommendations
of learning content and learning activities not only in systems, but also in similar e-
learning environments.
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14.2. Pe3iome

Bzaumnomo oyenseane e nedazocuuecku memoo 3a NOGUUIABAHe HA egheKma om
ooyuenuemo. Cmamuama npeoiaea noOxXo0 3a JeCHO KOHueypupare Ha
cogpmyepHa apxumexmypa 3a NAPMHLOPCKO 00yUenue, KOAmo ce OYeHa8ad CHPIMO
onpeoeieHu Kpumepuu, Klacuuyupanu 6 uiecm Kameeopuu 3a cogmyepHa
KoHQueypayus. [Ipednoscenama apxumekmypa ce 8anuoupa, Kamo ce UHCmaaiupd,
KOHGu2ypupa u uznonzea 8 yHueepCumemcKu Kypc.

14.3. Abstract

Peer learning is a pedagogical method to increase the effect of training. The paper
proposes an approach for the easy configuration of a software architecture for peer
learning which is evaluated against defined criteria classified in six software
configuration categories. The proposed architecture is validated as it is installed,
configured, and used in a university course.
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