
P E U E H 3 W f l

Ha AilcepraqnoHeH TpyA sa npnAo6neaHe Ha o6pasoBareflH a u Hay{Ha
creneH ,,floKTop" no npo$ecnoHanHo HanpaBneHile 4.6 l4n$opMar[Ka n

KoMnprbpHl4 HayKn (l4H$opMarnKa - Konantor"rrpHr4 Mpexn u apxrarexrypra)

Tema: "l4srpar6gaHe Ha cncreMa 3a 3aqnra or DDos araKn"

Aemopj rn. ac. Crena l4eaHoea Pycena, Kare4pa ,,lA3evlcnmrenHn c[4creMn",
Oarynrer no MareMarnKa u ran$opMarnKa, Co$uho<w yHnBepcnrer ,CB.
l(nnnlteHr OxpngcKt4"

PeqeuaeHm: npo$. A-p flnaueHra EopoBcKa

PeqeHsunra e nsrorBeHa B cborBercrBt4e crrc 3anoBe4 Ns P[38-342 or
17.07 .2012 rog. Ha Perropa Ha CoSraficrra yHuBepct4rer ,Ce. KnunlreHr
Oxpugcru"

flpegcraBeHnflT sa peqeH3npaHe AncepraqmoHeH rpyA cb4lrpxa
BbBeAeHl4e, il3noxeHme or qeTmpn rnaBn, 3aKnloqeHne, cnpaBKa 3a
npnHoct4Te, npnnoxeHn+ (npegcraBeHa e qacr or nporpaMHne KoA Ha
peannsnpaHara co$ryepHa cncreMa, KoRTo BtsrroqBa HaA 500 pe4a; cnncbK
na ny6nuKaqnilTe; cnncbK Ha UtaTwpar,nre nnreparypH]r r43ToL{Hraqr,r). O6rqrnr
o6eu Ha reKcra e 133 crpaHull4, B rofrro ce cbgbpxar 20 rpa$n..tHt4 Srarypra
w 5 ra6nvqvt CnncbKbr Ha qnrnpaHara nilreparypa (o6qo 156 n3rortHrara)
cb4lrpxa 152 sarflaBuflHaaurnwhcKn e3nr, 3 Ha pyc6lf esrx r 1 na 6unrapcKt4
e3uK.

B Ancepra1ttnra e HanpaBeH sa4rn6oL{eH aHann3 Ha cbBpeMeHHn v
aKTyanHn npo6nennn B curypHocrra Ha KoMntorbpFrilTe Mpexr4.

flpo6neMbr c DDoS araKmre e cepnmHa 3annaxa 3a cbBpeMeHHoro
l4Hrepner n pocrpaHcrBo.

Tenaara Ha AtAcepraqnoHHr4n TpyA e aKTyaflHa, ilHrepecHa il TpyAHa.
Aryannocrra Ha Aucepraqrnra He norqnexu Ha cbMHeHre.
B Hacroflulun rpyg rqoKropaHTKara npaBn onilr Aa perun npo6neua,

KaTO nperqnara yHuBepcaneH, KoMnfleKceH noAXoA, KoeTo npaBu TeMaTa
ArcepraquF.Ta M Horo aKTyan Ha.

HanpaaeHmre or rqoKropaHTKara o6ocHoexa Ha aKTyanHocrra
il3noxeHnre cuo6paxeHrn ca KopeKTHt4 t4 ocHoBarenHm.

- l -

HA



,QorropaHTKaTa npaBn MHoro sa,qun6oqeH o6eop Ha cbBpeMeHHoro
cbcrof,Hl4e Ha npo6neMarilKara, cBbp3aHa c DDoS araKnre. l4seupueH e
nogpoOen aHa.nl43 Ha cbBpeMeHHnre nail-nepcnerT aBH,A paspa6orKl4. Tn
AeMoHcTpnpa MHoro go6po no3HaBaHe Ha il3cneABaHaTa o6nacr.
Sn6nnorpa$crara cnpaBKa BKttloqBa 156 raH$opMaqnoHHt4 pecypct4, Koero
noKa3Ba, qe rn e 3ano3Hara MHoro go6pe c nocnerqHnre noc14xeHilfl B
ns6panoro HayqHo HanpaBneHne. HanpaeeHo e no4po6no pa3rnex4aHe Ha
p$ynTaTure or m3cneABaHnflTa, OTpaseHn B nhreparypHnre m3TortH nqn,
Koero noKasBa neilnnre BHMoXHocrrt ga TBopqecKa nHTepnperaqnfl Ha
nnTepaTypHl4g MaTepnan.

. K qHa xa t4cT[Ka H oueHKa
f,ocroBGoHoGTT? Ha Matep[ana. eupxv roftro ce rpatrrilr npylnocnre Ha
fl]lcepTa u],|oH H ],tfi TpV.A

nQncepraur4oHHunr rpyA e npeuilsHo o$opueH, Karo e crpyKrypmpaH e 4
fnaBu, cneABanKn nornqecKaTa nocneAoBaTenHocT:

B nupea rnaBa ce npaeu o6gop Ha pagnnqHnre BuAoBe araKu "orKag or
o6cnprBaHe", c onrcaHne Ha HaqnHa Ha synrqrrroHnpaHero vM, KaKTo u Ha
Merorqa 3a rFXHoro orKpl4BaHe n 6norhpaHe. [lpegcraBeHo e cbcroflHilero Ha
npo6neua n e npe4noxeHa rnacraQnKaUtAA Ha ro3yt pofl araKn. O6eoprr Ha
orpoMHo KonnqecrBo nnQopMaqroHHr4 pecypct4 e cepro3eH npnHoc Ha
AncepraHTKara. florasaHh ca naft-nepcneKTmBHrre paspa6orKyt B o6nacrra
"3al4l4Ta Ha KoMnlorbpHnre Mpexn", cBbp3aHa c nport4Bo,qefrcrBne Ha DDoS
araKnre' {nE

Bte BTopa rflana e nperqcraBeH pasrurpeH aHann3 Ha nogxo4ure 3a
n3rpax4aHe Ha cmcreMa 3a 3au{nra. lAe6paHa e LAMP apxrreKrypa Ha
cbpBbpa. Pagrne AaHu ca oco6eHocrnre, BbgMoxHocrure vl
xapaKrepncrnKnre Ha LAMP crpeup. (LAMP - Linux, Apache, MySQL, PHP).
Onucanu ca Merogt4Te n cperqcrBara 3a n3rpaxgaHe Ha nporr4Bo4eficrBaqa
cmcreMa cpeqy DDoS araKnre.

B rpera rnaBa e npe4craBeH Mogen Ha cncreM ara, onilcBaul
manMo.qeilcreneTo Ha cbpBbpa c KnileHTilTe, orqnTau{ xapaKTepncrhKnTe Ha
KoMnlorbpHara Mpexa w Ha 3aqnraBaHuf, cbpBbp. I-lpegcraBeH e Mo4en,
ortf nraul sary6ata Ha naKen4 B Mpexara, npilqnHeHa or TCP SYN araxa. 3a
qenra cncreMara 3a MacoBo o6cnyxBaHe ce pa34enn Ha gBe noAct4creMn:
nbpBara onmcBa o6cnyxBaHero Ha 3afiBKilTe, 3a Konro nonyorBopeHilTe
cberqmHetn+ Ue 6u.qar ycneulHo ycraHoBeHn, a BTopara - 3aflBKhre, ga Ko'tro
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HFMa Aa 6bAar ycraHoBeHn cBbp3BaHwA n cneA n3TnqaHero Ha ranMayr rqe
6r'4ar usrpt ru. l-lonyveHa e nparoBa croftHocr Ha napaMeTbpa MaKcnManHo
,qonycrnrrn 6pofr nonyorBopeHn cBbpsBaHufl Ha cbpBbpa.

B qerBrrpra rnaBa aBTopKara
3al.tlnra or DDoS araKn Ruslan.
anropurMnre, ron$urypaqnnra Ha

paspa6orBa KoHKperHa cncreMa 3a
OnpegeneHil ca KoMnoHeHTure,

efleMeHTnre u Hacrpofixara Ha

3atuilTa, ont4cBaq

napaMerpnre, nosBoflflBat4n onrnManHa 3au{mra Ha ye6 cbpBlrp or DDoS
araKl4. Sagoan eneMeHTvt Ha cr4creMara ga 3aqnra Ruslan ca napaMerpure
Ha ffAporo Ha OC, TCP/IP creKa, cKpnnr 3a iptables. CrcreMara npoMeHF
napaMerpn Ha n,qporo Ha OC, ocHoBHr4 roH$rrypaqnoHHt4 $afinoae,
cbAbpxa AonbnHnrenHn MoAynn. flpoeKrnpaHn n nMnneMeHTnpaHn ca
eneMeHTnre, qpe3 Kot4To ce Llenn Aa 6u.qar ns6erHarn npo6neMnre,
npeguoBr4KaHil or DDoS ararnre.
flpegcraBeHa e eKcnepnMeHTaflHa npoBepKa n aHann3 Ha nonyqeHnre
pffiynrarv. ErcnepnMeHTanHo ca o6ocnoBaHu ABara ocHoBHl4 napaMerbpa,
npe,qcraBeHn B MareMarn.'recKufl Mo4en B rnaBa 3: pasMep Ha 6ySepa u
nHTepBan 3a oL{aKBaHe Ha ycTaHoBflBaHe Ha Bpb3Ka.

fincepraqnoHHvtrT Tpyfl e go6pe crpyKryp]rpan. Karo qnno onncaHhero
e KopeKTHo n garqbn6oqeno. Cneqn$uelr,uflT crun n HaqnH Ha n3noxeHile Ha
AilCepTaunoHHtAAT Tpyfl noTBbpxAaBar HeroBoTo aBropcrBo.

4. Cuoreercrere Ha ng6paHara [leroflnra Ha ugcne[eaHe n nocraeeHara
qen H 3af,aqn Ha flnceprau],toHH1,tf, Tpv[ c nocrnrHarHTe np]tHoc]l

OcHoeHara qen Ha Ahcepraqnnra e: "l43cflerqBaHe Ha MeroAr4 m HaquHu
3a 3aqnTa Ha KoMnlorrrpHa cncreMa or DDoS arawt, Kot4To no3BonflBar
nonyqaBaHe Ha onrnManHa cnrypHocr n AocrbnHocr H-1 pecypcure."

q

3a peruaBaHe Ha nocraBeHara qen ce $opnaynupar cnegHnre no-
KOHKpeTHn 3aAaqu:

1. OnpegennHe Ha onruMaflHa xoH$nrypaqms Ha cncreMara 3a 3au{nra or
DDoS aranu.

2. Cr's,qaaaHe Ha MoAeJI Ha cilcreMa
manMogefrcrenero Ha cbpBbpa u lfiLteHTt4Te.

3. Paspa6orKa Ha anropnrMil u nporpaMHa peanr3allnn Ha cucreMara sa
3au.lnTa.

4. l4unneMeHTaqun Ha KoMnreKc or nporpaMHm cpeflcrBa, npegna3Baqn or
DDoS araKn r eKcnepmMeHTarrHa eepn$nKaqr4n Ha cb34a4eHnre cpegcrBa.
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l-locraeeHure 3a4aL{u ca a,qeKBarHr Ha qenra . ca peueHh B
Heo6xonnunn o6ena Ha BilcoKo HayLtHo Ht4Bo.

l4s6panara Mero4nKa Ha m3cnegBaHe, a nMeHHo, Meroflnre Ha
nornqecKun
cnHTe3 u aHan t43, Teopu+Ta Ha cncreMr4Te 3a MacoBo o6cnyxBaHe, eneMeHTt'l
Ha MareMarmqecKnf, aHann3, cL{t4TaM 3a npaBunHa u B nbfiHo cboTBercrBne c
nocraBeHara uen )A sa4aqn Ha AncepraqiloHHl4fl TpyA, KaKTo n c nocrilrHarnre
npnHocr4.

5. [Iprnoc4 na ,gncep.raunonnnn rpvA

flpneuana pe3ynrarvfie, nonyL{eHn B rqr4ceprallyroHHnn rpyA, vt ru
oqeHFBaM KaKTO CneABa:

5.7. Kamo Hay'rHu npuHocu oqeHneaM cneduume p$ynmamu, Koumo
npunadnqnam KbM epynama ,,Hoeu memodu sa cuHmeg u aHanu3 u
nony.taeaue u dorcaseaHe Ha Hoeu Qaxmu":

. CusAaAeH e MoAen Ha cncreMara, onncBaq B3auMogeficrauero Ha
CbpBbpa C KIU€HTI4Te, OTt{]4Taq XapaKTepnCTnKnTe Ha KOMn}OTtrpHaTa
Mpexa n Ha saqnraBauu* cupeup. C noMorqra Ha MareMaruqecKufl
anapar Ha reopilnra Ha cncreMnre 3a MacoBo o6cnyrxBaHe ca
onpegeneHn AonycrLrMnre nHTepBanu sa 6pon Ha nonyorBopeHu TCP
Bpb3Kr4 Ha CbpBbpa.

5.2. Kamo HayqHo-npuno)KHn npuHocu oqreHfleaM cnednume
p$ynmamu, Koumo npuHadnexam KbM epyflama ,,Hoeu cxeMu u
mexHonoeuu:

fleSnH npaHw ca 6asoanre npoMeH nwBvt 3a ronSnrypnpaHe Ha
3aLqnrHnre MexaHr3Mu 3a LAMP cbpBbp s'# npon4BogeilcrBue Ha
DDoS araKnre, Karo ca onpe4eneHn cpegcrBara ga nporvtBo4eilcrene
n HuBara sa 3at4ura 3a ye6 cbpBbp. lAscnegBaHn ca Merogure sa
nsrpax4aHe Ha nporr4Bo,qeficraau{a cncreMa cpeu{y DDoS araKnre.

o Paspa6oreHa e chcreM ara sa 3aqnra Ruslan, KoflTo npoMeHe
napaMerpu Ha fl,qporo na OC, ocHoBHr4 ron$nrypaqnoHnn SafifloBe n
clrflbpxa AonbnHl,lTenHil MoAy nn

5.3. Kamo npunorffiu npuHocu oqeHneaM cnednume psynmamu, Koumo
npuuadneilem KbM epynama ,,nonyqaeaHe Ha nomebpdumennu
$arcmu":

o flpegnoxeHa e rnacrasntaqur Ha n3BecrHure BufloBe DDoS araKn vl
MeroAt4 ea 6op6a c rflx, Karo e r43Bbp[ueH cpaBHhreneH aHann3.

o flpoae4eHa e eKcnepilMeHTaflHa npoBepKa Ha reoperuqHnre
nofioxelu+ B ,qncepra1u+Ta qpe3 paspa6oreHara cucreMa Ruslan,
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Karo e nogrBbpAeHa cnoco6Hocrra Ha ra3n cncreMa na 3ana3Ba
pa6orocnoco6Hocrra Ha cbpBbpa.

flonyveHt4Te npnHoct4 B Ar4cepraqnoHHyrn TpyA oqeHFBaM Karo sHaqnMn.

l4eeuputeHa e nMnneMeHTaqnn Ha nperqnoxeHara cncreMa 3a 3au{nra u
nefrHa oUeHKa.

['fonyveHure eKcnepilMeHrafiHn pffiynrarn ca orpa3eHn e 4 talnnqu n 2
rqnarpaMn.

6. flpeueHra Ha nv6nnraurtare e fltacepraunoHHnn rpva

Aaroprara e npe4craBwna cBonre pesynrarn B ny6nraxaqnu KaKTo y
Hac, TaKa n B vyx6una B cneqnanugupaHn cnncaHnn u Ha HayqHu
ronQepeHqnn. O6ulunr 6poil na ny6nmKaqnnre e 6. Or rnx HayqHt4re crarnn
ca 2, HayqHmre AoKnanu ca 4.

Cpaanneailxn orgenHnre pasgenn B AilcepraqnoHHnn rpy4 c
ny6nnraquure Ha aBTopKara, uMau{n orHolueHne KbM Hero, ycraHoBflBaM, qe
npeo6narqaBau.lara qacr or pe3ynrarnre ca ny6nraryBaHn, Koero roBoput 3a
TnxHara AocroBepHocr 14 o6errnBHocr. Tara HanpnMep, B rnaBa 1 orgenHmre
pa3rqenn cborBercrBar Ha ny6nnraquu Ns 1,3,4, 5,6. l-naaa 2 cbflbpxa
pe3ynrart , Koyrro ca ny6nuxyBaHn B Ne l, 2, 3, 5, 6. l-naea 3 cb,qrrpxa
pffiynrarn, Kor4To ca ny6nnKyBaHn B Ns 2, 5, 6. l-naea 4 cugupxa pffiynrartA,
KoLrro ca ny6nnKyBaHu e Ne 2,5.

Aeroprara ce e nocrapana cuo6pa3Ho BbsMoxHocrr4Te cu rqa lqoBeAe
cBonre pesynraru Ao sHaHr4ero Ha HayqHara o6u{Hocr.

He ca npe4craBeHh Marepn anu 3a Bpb3Ka Ha nscnegBaHnflTa B
.qilcepTaunoHHnn TpyF, c HayqHo-l43cneAoBaTencKvr npoeKTil.

+€

7. OueHra Ha cr'oraercrenero Ha aeropeQq,para c ngr,rcreaHltnra Ha
yl3rOTBf HOTO MV. KaKTO l,l Ha a[e?fBaTHOGTTa Ha OTpa3f,BaHe Ha
ocHoBHnre nonoxeH,4fl 4 npl,|Hocnre Ha fl]tceprau]toHHl,tf rpvfl

AeropeSeparr'r, KaKTo u n3noxeHnero Ha rqilceprallnoHHt4fl TpyA, e
o$opvreHo n3KnloL{nrenHo aKyparHo, c MHoxecrBo qBerHil ilntocrpa1uvl u
TeKcroBe, no4noMaraqo no ro3r4 HaqilH ceo6ogHoro LrereHe n BbsnpneMaHe
Ha nperqcraBflHara cbulHocr. O6erurr Ha aBTope$epara e npeMepeH u
n3noxeHoTo B Hero oTpa3f,Ba cbulHocTTa Ha qenra, 3aAat.{nre u TexHnre
pelileHnfl.

Aarope$eparur cbgbpxa nbnHmn reKcr Ha HayqHure u HayqHo-
npnnoxHnre npilHoct4, KaKTo u cnncbKa c ny6nmraquure, cBbp3aHu c
AncepraqunTa.
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8. MnenrR. npenopr'xn n 6enexxn

ffncepraqt4oHHtAflT rpyg e u3rorBeH npeqil3Ho, uMa ecHo u3rpageHa
nornLtecKa cTpyKTypa t onpeAeneHo ilMa nocTnrHaTn 3HaquMm HayL{H]4,
HayqHo-nphfloxHt4 r npilnoxHl4 npuHocl4.

flo AncepraLp ATa u aBTopeSepara Morar Aa ce HanpaBrr cne4Hmre
ga6enexKn n npenopbKt4:

o Ananugbr Ha eKcnepnMeHTanHure pffiynrartA e MHoro KparbK.

o flpenopbqBaM KbM orAenHure opilruH antn rnaBil Aa ce Ao6aesr
BilX,qaHnn 3a 6ugeqn ta3cne,qBaHntt Ha AoKTopaHTa.

o Cqnrau, He rpyAbr e croilHocreH tA npenopbKara Mn e aBTopKara Aa
npo,qbnxn ngcnefl BaHil ATa e o6nacrra.

9. 3arnpqenue

O4enxama Mu sa ducepmaq,uoHHufl mpyd e nono)rumenHa.
[ncepraHTKara nocr]4ra nocraBeHnre qenn tA 3a4aqn B AnceprallroHHl4F
TpyA. flpnnoctATe, 3a Konro ,qncepraHTKara npereH Aupa, AeilcrenrenHo ca
nonyqeHr u ca Aeno Ha AoKTopaHTKara. Cuu{ecrBeHilTe npnHocl4 Ha

AncepraquoHHt4f, Tpyrq ca orpa3eHn B HayLtHra ny6nvtal1;t u. ,flucepraqtaoHHuaT
TpyA orroBapn Ha m3ilcKB aHnATa Ha 3aKoHa 3a Paseggnero Ha aKaAeMnqHufl
cbcraB Ha Peny6n nqa Ernrapnn 3a npncbxAaHd Ha HayqHara creneH

,,goKTop". Karo ce ffieMar npeABilA rqocroilHcreara Ha nperqcraBeHl4f Mn 3a
pelleHo vn A4cepraqnoHeH TpyA Ha reM a "W3rpaxflaHe Ha cncreMa 3a 3aqnra
or DDoS arar(tA", pecn. aKmyanHocm, 3HaquMocm u none3Hocm, oqeHflBaM
noflorumenHo AucepraLlnoHHt4fl TpyA Ha rn. ac. Cmena l4eanoea Pyceea vl

cL{nraM, He Hayl{Horo xypr4 Moxe tra rA npncbAr o6pa3oBarenHa n HayqHara

creneH "doKmop". A

19.08.2012 r.
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